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On the Efficacy of Frequency Hopping in
Coping with Jamming Attacks in 802.11 Networks
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Abstract—Frequency hopping (FH) has been the most popu-
larly considered approach for alleviating the effects of jamming
attacks. We re-examine, the efficacy of FH based on both
experimentation and analysis. Briefly, the limitations of FH
are: (a) the energy spill over between adjacent channels that
are considered to be orthogonal, and (b) the small number of
available orthogonal bands. In a nutshell, the main contributions
of our work are: (a) Construction of a measurement-driven game
theoretic framework which models the interactions between a
jammer and a communication link employing FH. Our model
accounts for the above limiting factors and provides bounds on
the performance of proactive FH in coping with jamming. (b)
Extensive experimentation to quantify the impact of a jammer on
802.11a/g/n networks. Interestingly, we find that 802.11n devices
can be more vulnerable to jamming as compared with legacy
devices. We carefully analyze the reasons behind this observation.
(c) Application of our framework to quantify the efficacy of
proactive FH and validation of our analytical bounds across
various 802.11 network configurations. (d) Formal derivation
of the optimal strategies for both the link and the jammer in
802.11 networks. Our results demonstrate that FH seems to be
inadequate in coping with jamming attacks in current 802.11
networks.

Index Terms—Measurements, analysis, performance, security,
IEEE 802.11, frequency hopping, game theory, jamming.

I. INTRODUCTION

HE availability of commercial jamming devices makes

it easy for malicious attackers to disrupt operations of
a wireless network [1] [2]. Numerous jamming attacks have
been reported in the recent past [3] [4] [5]; this makes the
defense against such attacks very critical. A jammer contin-
ually emits electromagnetic signals on the medium in order
to prevent legitimate data exchanges. In particular a jammer
achieves its goal in a CSMA/CA network (e.g. 802.11, sensor
networks) by exploiting two transceiver functionalities: (a) the
MAC protocol requires a transmitter to sense the medium to
be idle prior to transmitting its packet; thus, in the presence of
illegitimate jamming packets on the medium, a node will defer
its transmissions, and (b) the packets from the jammer collide
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with legitimate packets at the receiver. Both of the above
effects cause a drastic degradation in the achieved throughput.

Traditionally, frequency hopping has been considered to
be a solution that can help alleviate the effects of jamming;
both proactive and reactive frequency hopping strategies have
been proposed in the literature [6] [7] [8] [9]. The ease of
implementation has made proactive frequency hopping more
popular; reactive frequency hopping has associated synchro-
nization challenges between the transmitter and the receiver
(to be discussed). In this paper, we construct a measurement-
driven, analytical framework for quantifying the efficacy of
proactive frequency hopping'. Our framework accounts for
two factors that affect such a strategy. First, the number
of available orthogonal channels dictates the effectiveness
of frequency hopping. Second, depending on the separa-
tion between adjacent orthogonal channels on the available
spectrum, there might be an energy spill over between the
bands. All prior efforts on frequency hopping assume that
operating on a channel® that is orthogonal to that being used
by a jammer - i.e., there is no overlap associated with the
spectral masks - automatically protects a link. However if
the aforementioned separation between bands is small, then
a jammer (on a specific channel) can significantly hurt a
legitimate communication that is on an adjacent orthogonal
channel.

Our objective in this work is to understand the interactions
between a jammer and a communication link and to quantify
the efficacy of frequency hopping in coping with jamming
attacks. In a nutshell, our contributions in this paper are as
follows:

1. Construction of a measurement-based game theoretic
Jramework to capture the interactions between a link and a
Jjammer employing proactive FH:

We model the interactions between a legitimate link and
the jammer as a two-player, zero-sum game. The strategies
followed by each player and the payoff matrix account for
the factors mentioned above. Our framework assumes that the
jammer and the network, iteratively and selfishly try to adapt
their strategies to stimulate the best response to the strategy
of the opponent. Thus, the framework yields bounds on the
performance of proactive frequency hopping. We extend our
framework to cases with more than one jammer.

2. Quantifying the impact of a jammer via experiments
on an indoor wireless testbed with both legacy 802.11
(802.11a and 802.11g) as well as its current 4G extension,

'We consider proactive frequency hopping since a practically viable reac-
tive strategy is yet to emerge.
2We use the terms band and channel interchangeably.
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802.11n: We perform extensive experiments on our 802.11
indoor testbed in order to quantify the impact of a jammer that
resides on channels that are orthogonal to the one used by a
pair of legitimate transceivers. The results of our experiments
show that the presence of a jammer on an adjacent, albeit
orthogonal channel to that of the legitimate pair, can still
degrade the performance of legacy 802.11 significantly. The
throughput achieved by the legitimate pair can be reduced to
just 10% of the throughput possible under benign conditions.
This effect significantly limits the effectiveness of frequency
hopping in 802.11 networks.

In addition, our experiments with 802.11n reveal additional
vulnerabilities. 802.11n utilizes channel bonding as a way
to increase the transmission rate [10]. In a nutshell with
channel bonding, two or more adjacent channels are used in
conjunction to form a new wider channel. Our measurements
indicate that this property (in conjunction with the CSMA/CA
policy inherited from legacy 802.11) can make 802.11n links
more susceptible to jamming attacks. We provide a detailed
discussion on why this is the case.

3. Applying our framework to quantify the efficacy of
proactive frequency hopping in 802.11 networks: The mea-
surements from our indoor testbed are then used to drive
our framework, applying which we obtain bounds on the
anti-jamming performance of a frequency hopping scheme in
802.11 networks. Our result indicate that proactive frequency
hopping provides very limited protection to an 802.11 net-
work, from jamming attacks. Our results show that with just
5 jammers one can basically block all the possible channels
with 802.11a; this result is in stark contrast with previous
efforts as per which, as many as 12 jammers are required to
produce this effect.

4. Formal derivation of the optimal strategies for both
the link and the jammer in 802.11 networks: We formally
prove that the jammer has a unique optimal FH strategy when
only a single jamming device is being employed. We extend
the result for cases where multiple devices are used. We also
prove certain key properties that have to be fulfilled by an
optimal FH strategy, followed by a communication link.

Scope of our work: The main application of our frame-
work is the evaluation of FH as a jamming countermeasure.
We wish to point out however that our model captures the
interactions between communication links and jammers when
FH is used by all entities in the wireless network. As such, it
can be used from both perspectives (the communication link’s
and the jammer’s) and provide useful insights based on each
player’s objective.

The rest of the paper is organized as follows. In section
IT we discuss related work in brief. Section III describes our
measurement-driven, game theoretic framework. We describe
our wireless testbed and the experimental methodology in
section IV. In section V, we present the experimental results
that serve as measurement-inputs for our framework for an
802.11a/g network. Section VI describes the application of
our framework and the computation of performance bounds
of a generic, proactive, frequency hopping scheme for the
case of 802.11 networks; the optimal strategies are derived
for both the legitimate communication pair and the jammer.
We further validate our analytical results on our testbed. The

performance of an 802.11n MIMO link under the presence of
a jammer is considered in section VII. Section VIII discusses
the applicability of our framework across a variety of jamming
models, while our conclusions form section IX.

II. BACKGROUND AND RELATED WORK

In this section we provide a brief overview on previously
proposed frequency hopping schemes; we also discuss the
practical limitations of these strategies.

A. Frequency Hopping Strategies

Frequency hopping strategies can be divided into two main
categories.

Proactive frequency hopping: In a proactive frequency
hopping scheme the pair of transceivers that form a link switch
channels once every k seconds, irrespective of whether or
not there is a jammer on the current channel. Gummadi et
al [8] propose a rapid proactive frequency hopping scheme
to alleviate the impact of specific patterns of narrow-band
interference. Navda et al [6] implement a proactive frequency
hopping protocol with pseudo-random channel switching for
coping with a jammer. They compute the optimal residence
time on a channel, assuming that the jammer is aware of the
hopping protocol. However, they do not account for the energy
spill over between adjacent orthogonal channels. A proactive
strategy has the advantage of obviating the need for a jamming
detection module. We wish to point out here that depending
on the implementation, hopping between channels can also
potentially incur a performance penalty due to the loss of
throughput during the periods used for switching between
frequencies [11]; however, in professional implementations
these penalties are likely to be extremely small.

Reactive frequency hopping: In a reactive frequency hop-
ping scheme, a node switches to a new channel only if and
when it detects the presence of a jammer. With such a scheme,
when one member of a communicating node pair switches
to a new channel, the other member will have to somehow
detect the event and change its band as well. Hu et al [7]
[9] propose a reactive channel hopping strategy. The key idea
is that when a node is jammed it switches to a new but
predetermined channel. The other node of the communicating
pair switches to the same channel upon not hearing from its
partner for a prolonged period of time. The authors point out
the challenges in the implementation of such a strategy but do
not provide solutions. In particular, there are issues related to
synchronization, scalability, loss of packets and latency.

Given the ease of implementation, proactive frequency
hopping strategies have been more popularly considered for
coping with jamming. An effective reactive frequency hopping
strategy is yet to emerge. Given this, we primarily consider a
proactive approach in this work.

B. Practical Limitations of Frequency Hopping

Channel surfing (switching between channels) tries to avoid
the jammer by switching between multiple orthogonal narrow
spectral bands. The method can be effective in the presence
of a narrow band jammer. In the presence of a wide band
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jammer that can simultaneously jam multiple bands (and in the
extreme case, all possible bands) frequency hopping will not
offer any benefits [12]. Given this, we only examine frequency
hopping from the perspective of its effectiveness in coping
with narrow band jammers.

The performance of frequency hopping will be limited by
the extent to which an interferer on an adjacent (considered
orthogonal) channel affects a considered channel [13] [14].
In [7] the authors take it for granted that 802.11a supports
12 perfectly orthogonal channels; this would imply that the
presence of a jammer on one specific channel does not
affect the other channels. In [8] the authors measure the
throughput that is achieved when there is an interferer on
a frequency band that is 15M Hz apart from the one being
used by a legitimate communication. Given that the channel
bandwidth with 802.11a is 20M Hz (22M Hz with 802.11g),
this scenario reflects the case of partially overlapped channels.
The authors show that under these conditions, the overall
throughput reduces to 2—3 Mbps from the base rate of 6 Mbps;
they conclude that 50% of the interference-free throughput is
achievable if the interferer is present on a partially overlapped
channel. We observe that the presence of a jammer on even an
adjacent orthogonal channel (20M H z apart from the channel
of the legitimate communication) causes the throughput to
drop to 3—4Mbps. This is discussed in detail with our 802.11
measurements in section V. We observe that the jamming-
free throughput that is achievable on these links is around
27 Mbps (the links inherently support data rates that are
much higher than the 6Mbps considered in [8]) and thus, the
jammer degrades the throughput to about just 10 — 15% of
what is achievable. In summary, the presence of a jammer
on an adjacent orthogonal channel can significantly hurt the
performance of a legitimate communication; this in turn limits
the effectiveness of frequency hopping strategies.

C. Game theoretic formulations of attacks

In the literature, game theoretic approaches have been used
to model various wireless network problems. The work in
[15] studies the problem of a legitimate node and a jammer
transmitting to a common receiver and models it as a dynamic
game. However, this work is theoretical; it suggests that the
player that transmits with the highest power is the winner of
the game. In contrast, our work is measurement driven and
is validated via experimentation; it provides a comprehensive
look at the performance of proactive frequency hopping in
coping with jamming attacks. In [16], the authors examine
the interactions between a single channel sensor network and
a jammer. They are concerned with the detection of the jammer
and more specifically, they try to minimize the detection time.
They formulate and solve non-linear optimization problems
to compute best responses of the attacker and the network to
the worst-case strategy of the other. The authors of [17] use
linear programming to model a specific class of attacks on
network flows. Their work however, differs substantially from
ours; it is not based on experimentation and does not consider
channel surfing. Liu er al [18] propose a novel approach
SPREAD, to address the problem of cross layer DoS attacks
in wireless data networks. They use a game theoretic approach

to describe the interactions between a smart jammer that takes
into account protocol specific parameters and the possible
decisions of SPREAD. However, their work is neither based
on experimentation nor does it examine the performance of
frequency hopping.

Finally, in some more recent efforts, emulation attacks in
cognitive communication systems are being cast as game
theoretic problems. In particular, Li et al [19] study a primary
user emulation jamming attack in a cognitive radio network
utilizing game theoretic notions. The authors provide numer-
ical solutions for different variations of the attack model and
show that the performance of a secondary user is improved
when the number of available channels is increased. Thomas
et al [20] model the interactions between a selfish radio and
a well behaved radio, as well as between two selfish radios,
using the Bayesian game framework. They show that both
types of interactions result in games with imperfect knowledge
which can lead to Bayesian Nash Equilibrium (BNE) with both
pure and mixed strategies. The also show that under different
system parameters different BNEs arise.

D. Prior work on energy spill over between 802.11 channels

The authors in [21] try to exploit partially overlapped
channels to improve the end-to-end application throughput.
The efforts in [22] [23] and [24] try to understand the impact
of the use of adjacent channels on a multi-radio, multi-hop
802.11 mesh network. Their findings indicate that multi-hop
performance in mesh networks is affected by the adjacent
channel interference that one NIC (Network Interface Card)
imposes on the other NIC of the same node. However, none of
the above efforts consider the presence of a malicious node,
which injects packets on the medium to launch an attack.

To the best of our knowledge, our work is the first attempt
to construct a measurement based analytical framework which
quantifies the performance of a generic proactive frequency
hopping strategy in coping with jamming attacks in any given
wireless network.

III. OUR FRAMEWORK: THE GENERIC MODEL OF THE
GAME

In this section we present our game which models the
interactions between the legitimate communication link and
the jammer. Both entities employ frequency hopping in order
to achieve their objectives. On the one hand the link switches
between bands in order to avoid the jammer; on the other
hand the jammer hops across bands in order to find the
communication link and hurt its performance. We model
this interaction as a game. A game in normal form can be
represented by a triplet < N, (X;), A >. In this representation,
N is the finite set of players, ¥; is the set of possible strategies
for player 7 and A is the payoff matrix of the game.

In our case the set NV contains only two players; the jammer
and the legitimate link. Both these players have the same set
of strategies; ¥ = {set of available orthogonal bands}. The
payoff matrix should represent the objectives of each player.
In our case the objective of the legitimate link is to increase its
throughput by hopping channels - i.e. changing its strategy -
while the objective for the jammer is to reduce this throughput.
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As a result, an appropriate definition for the payoff matrix
is the following: A;; is the percentage of the jamming-free
throughput that the legitimate link enjoys when it resides on
channel ¢ with the jammer residing on channel j. With this
definition of the payoff matrix, the value (or the payoff) v of
the game is defined to be the percentage of the jamming-free
throughput that is achieved on the link. On the one hand, the
link is trying to maximize its payoff; on the other hand the
jammer is trying to minimize the same payoff. As a result
our game is a zero-sum, two person game. This means that
an equilibrium always exists [25]°. Our analysis yields the
probabilities with which the legitimate link and the jammer
ought to occupy the various channels in order to achieve the
equilibrium performance.

The link chooses its channel randomly, using a probability
distribution (mixed strategy) x, while the jammer picks its
channel as per a probability distribution y. With this, the
expected throughput achieved on the link (value of the game)
is simply v = 2T Ay. We can always find the equilibrium
strategies = and y*, by solving the above game. The optimal
mixed strategy x for the maximizing player (the legitimate
link) can be found by solving the following linear program:

maximize v @Y
subject to ATz > ()
x| =1 €)]
x>0 4

and the optimal strategy y for the minimizing player (the
jammer) is found as the solution to the dual linear program:

minimize v (®)]
subject to Ay <w (6)
lyl = (7
y>0 @)

In the above formulation, each of the constraints, (2) and
(6), are used to describe the |3| inequalities in a compact way.
In particular, ATz and Ay are |<|x 1 vectors, and each element
of these vectors should satisfy the corresponding inequality
with respect to v. Furthermore, |z| is the 1-norm of vector z,
i.e., the sum of all its coordinates. If both players play the
game according to their equilibrium mixed strategies z* and
y*, (computed by solving the above linear programs) the game
would be in an equilibrium state. At equilibrium, no player
would benefit from changing the probability distribution with
which they choose their channels.

From the above formulation one can see that our framework
accounts for both (i) the number of available orthogonal
channels of the wireless technology under consideration and
(ii) the effectiveness of a jammer which resides in a different
orthogonal band. In the following sections we will show how
we can apply our framework to an 802.11 network®.

3We wish to stress that our goal is not to provide a system that will compute
this equilibrium in real time, but to quantify the performance of a proactive
frequency hopping scheme.

4We will also show how we can easily extend our framework to account
for cases with more than one jammer.

Fig. 1. Deployment of our wireless testbed.

Note here that a probabilistic analysis could be used to
model the interactions between a jammer and the commu-
nication link. However, as the dimensionality of the problem
increases and/or the components of 3 change (e.g., different
frequency allocations across large wireless networks), such
an analysis is likely to increase in compexity or become
intractable. Our game theoretic model on the other hand, is
easily applicable in such contexts.

IV. EXPERIMENTAL SETUP

Prior to applying our framework to various 802.11 configu-
rations, we describe our wireless testbed and the methodology
followed in our experiments.

A. Testbed Description

Our 802.11a/g wireless testbed consists of 32 Soekris
net4826 nodes [26]. Each node mounts a Debian Linux
distribution with kernel v2.6.16.19 over NFS. The nodes are
synchronized with an NTP server. The Soekris boxes have 2
miniPCI slots. These nodes are equipped with two miniPCI
802.11a/g WiFi cards; in particular, they have an EMP-8602
6G with the Atheros chipset and an Intel-2915. The layout of
our testbed is depicted in Fig. 1.

With our EMP-8602 6G cards, we use the MadWifi driver
[27]. In addition, we use a proprietary version of the ipw2200
AP and client driver/firmware with the Intel-2915 cards. With
this version we are able to tune the CCA (Clear Channel
Assessment) threshold parameter; note that this functionality
has been implemented in the prototype firmware. The ability
to tune the CCA threshold helps us implement a jammer as
discussed later in this section.

The architecture of our 802.11n testbed is similar to the one
described above. However, the nodes are utilizing 15 Soekris
net5501 boxes’, which are equipped with an RT2860 mini-PCI
card that supports 802.11n communications.

B. Experimental Methodology

Our measurements are on a large set of individual links
on our testbed. We perform experiments by varying the

SThese boxes have higher processing capabilities - as compared to net4826
-and can realize the MIMO benefits in terms of achievable throughput [28].
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transmission powers of both the jammer(s) and the legitimate
transceivers. We perform experiments with all modes, namely,
802.11a/g/m. Our experiments with 802.11g/n are conducted
late at night in order to avoid interference from other co-
located WLANS that operate at the same frequency band (note
that RT2860 operate only in the 2.4GHz band in 802.11n
mode). In our experiments, we have used all the orthogonal
channels that are available with all modes of operation. There
are only 3 orthogonal channels in the 2.4GHz band (i.e.,
802.11g), while there are 12 orthogonal channels in the 5GH z
band (i.e., 802.11a).

C. Implementing a Jammer

To facilitate our experiments, we implement our own jam-
ming utility. The implementation of a jammer with an 802.11
legacy device has to ensure that: (a) other packets on the
medium do not prevent the jammer from transmitting its
packets, and (b) when active, the jammer should be able to
send its malicious packets at the maximum possible sending
rate in order to cause high impact on legitimate connections.
The former requires the tuning of the CCA threshold, while
the latter calls for the use of specific types of packets.

We implement our jammer on an 802.11 legacy device by
setting the CCA threshold to a very high value (=~ 0 dBm).
This ensures that the device ignores the traffic in transit over
the wireless medium. We observe that packets always arrive at
the jammer’s circuitry with power less than 0 dBm even if the
distances between the jammer and the legitimate transceivers
are very small.

In order to ensure that the jammer continuously transmits
packets on the medium, we have developed a user-space
software utility. With this, the jammer continuously broadcasts
UDP packets. Given that the backoff functionality is by default
disabled in 802.11 for broadcast traffic, our software utility
can ensure that packets are sent as fast as possible. With such
transmissions the jammer does not wait for any ACK packets®.
Our utility employs raw sockets, which allow the construction
of a UDP packet from scratch and the forwarding of the
packet directly down to the hardware, for transmission. Note
here that such an operation requires administrative privileges.
To summarize, our jammer utility consists of a specific NIC
configuration that sets CCA=0 and a software utility for
continuously generating and transmitting broadcast packets.
The former feature is possible with our Intel-2915 cards, since
we have access to the firmware.

For our experiments we also utilized the iperf measurement
tool to generate data traffic with packets of size 1500 bytes,
on a legitimate link. Note that, we use the terms the commu-
nication link, the link and legitimate link interchangeably. We
initiate traffic between the nodes and immediately after, we
turn on the jammer(s). In the following section we present the
results of our experiments.

V. MEASURING THE IMPACT OF A JAMMER IN LEGACY
802.11 NETWORKS
In this section we present the measurements that will drive
the payoff matrix of our game in the context of 802.11

This configuration allows the deferral of back-to-back transmissions for
the minimum possible time (i.e., DIF'S +minpackoff)-

networks. The measurements quantify the impact of a jammer
that resides on a channel that is orthogonal to that of the
communication link; we observe how this affects the perfor-
mance of the legitimate link and incorporate these observations
into our framework. We describe our experiments with both
802.11a and 802.11g.

We use RSSI; = max(RSSI;t,RSSIjr) to denote the
maximum RSSI (Received Signal Strength Indicator) value
that is observed on a link with regards to the signal from
the jammer’. RSSI;r is the RSSI due to the signal from the
jammer at the transmitter, while RSSI;r is the correspond-
ing RSSI as observed at the receiver. As mentioned earlier,
the jammer can affect both the transmitting and receiving
functions of a node; in particular, it can cause interference
at the receiver while it can cause the transmitter to defer its
transmissions. By choosing the maximum value, we capture
the case wherein the jammer has the maximum impact on the
considered link. RSSI; = min(RSSItr, RSSIrr) denotes
the minimum RSSI value between the end points of the
communication link. RSSIrr is the RSSI of the signal from
the transmitter at the receiver, while RSSIrr is the RSSI in the
reverse direction. RSSI; represents the worst case RSSI for the
link in the realistic scenario where the link is not symmetric.

A. Impact of Jamming in 802.11a

The 802.11a standard supports 12 orthogonal bands or
channels. Each of these channels is of 20M Hz bandwidth.
The spacing between the central frequencies of these bands is
20M H z as well. In general, when two links communicate on
orthogonal bands it is assumed that one does not interfere with
the other. This observation drives all the frequency hopping
schemes proposed thus far. These schemes assume that via
a transition to a channel that is orthogonal to that of the
jammer, a communication link can be completely protected.
However, this assumption does not hold with two adjacent
orthogonal channels. We first present our experimental results
to demonstrate this and later, discuss the reasons for this effect.

In our experiments a legitimate connection is initiated on
one of the 12 orthogonal channels of 802.11a. Subsequently,
the jammer is turned on. The jammer sequentially sweeps the
12 orthogonal channels, one channel at the time. We measure
the throughput of our legitimate connection in each case. We
repeat the experiments for various RSSI; and RSSI;, values,
in order to account for various topologies. In Fig. 2 we present
the results for the case where the communication channel
was channel 56. The results were similar when the legitimate
connection was established on any other different channel.

Our main observation is that a jammer which transmits
signals on an orthogonal band that is adjacent to that
of the legitimate communication, can significantly degrade
the throughput performance. Specifically, the throughput of
the connection drops to approximately 10 to 15 % of the
Jjamming-free throughput. The exact degradation depends on
the distance between the jammer and the link and the corre-
sponding channel characteristics. However, our measurements
indicate that when RSSI; > CCA for a co-channel user,

"This is measured when both the jammer and the communication link are
on the same channel.
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Fig. 2.
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802.11a. In the three figures we have RSSI; = —37dBm, RSSI; = —47dBm and RSSI; = —66dBm, respectively.

that user gets at most 15% of the jamming-free throughput
if it were to use the adjacent orthogonal bands. The reason
for this may be attributed to the fact that RF filters typically
do not provide sharp cut-offs at the specified boundaries of
the channels [13]. As a result, the spectral power from the
signal in one channel (that of the jammer) may spill over to
an adjacent channel (that of the legitimate communication),
even if in theory they are considered orthogonal. In order
to completely avoid the effects of jamming, the legitimate
connection will have to be at least 2 orthogonal channels apart
from the channel on which the jammer is present.

Next, we conducted experiments with two jammers. We
considered all possible placements of the jammers on the 12
orthogonal channels. Our main observations are summarized
in figure 3. When the two jammers reside on the two orthog-
onal channels adjacent to that of the communication link, the
degradation in the link throughput can be as high as 95%.

We would like here to emphasize the fact that the above
observations do not hold for channels 64 and 149. These chan-
nels are more than 400 M Hz apart and as our measurements
indicate are completely isolated.

We use these measurements as inputs to our game-theoretic
framework in section VI.

B. Impact of a Jammer With 802.11g

In contrast with 802.11a, 802.11g has only 3 orthogonal
channels, each of which is of 22M H z bandwidth. The central
frequencies of these bands are however, 25M Hz apart. This
implies that there is a secure zone of 3M Hz between the ad-
jacent orthogonal channels. Conducting the same experiments
as before, we obtain the results in Fig. 4.

As with 802.11a, we observe that in the presence of a
jammer on an orthogonal, adjacent channel, the performance
of a legitimate connection is still degraded. However, with
802.11g the degradation is significantly lower. This can be
primarily attributed to the larger channel separation between
adjacent orthogonal channels; this results in a reduced seepage
of the spectral power of the jammer into the adjacent channel
being used by the legitimate connection. However, since there
are only 3 orthogonal bands in 802.11g, frequency hopping is
not expected to be very effective.

Channel ‘ (X-20) MHz ‘ X MHz

Jammerl Legitimate Link Jammer 2

‘ (X+20) MHz

Link gets 0.05 of
the jamming free

throughput . .
Legitimate Link JEWS S SR _
/ Legitimate Link [REIWINGS SR

Link gets 0.1-
0.12 of the

jamming free
throughput

Fig. 3. The case of 2 jamming nodes on adjacent communication channels.

VI. APPLYING AND VALIDATING OUR FRAMEWORK IN
LEGACY 802.11 NETWORKS

In this section we will apply our game-theoretic framework
based on the measurements presented in the previous section.

A. Model for 802.11a

An 802.11a wireless network can support twelve orthogonal
channels®. For ease of presentation, we label the channels: 1,
2, ..., 12. The central frequencies of the channels are 20MHz
apart, with the exception of the eighth and ninth channel pair
that are 425MHz apart. Based on the measurement results
obtained in the previous section, if the jammer is on a channel
that is adjacent to that of the link (with the exception of
the eight and ninth channel pair), we assume that the link
can achieve only 12% of its jamming-free throughput; if
the jammer is on the same channel as that of the link, no
throughput is achieved. If two jamming devices reside on the
two adjacent channels of the link, the throughput achieved on
the link is just 5% of the jamming-free throughput. Again, the
eighth and ninth channels are very far apart and so, if the link
resides on one of those channels and the jammer is on the other
one, then the link ’s performance is not deteriorated. Note here
that, if the link were to operate on any of the channels 1, 8, 9
or 12, the jammer would only impact the link if it resides on
the same channel or the immediate adjacent channel; for the
other cases, there are two such possible adjacent channels.

First, we consider the case where the communication link is
on channel ¢ and we have a single jamming device on channel
j. The payoff matrix is then given by:

8802.11a channels are 36, 40, 44, 48, 52, 56, 60, 64, 149, 153, 157, 161
in North America.
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Percentage of the jamming free throughput (JFT) achieved when the jammer is on various channels, and for various RSSI;, for the case of

802.11g. In the three figures we have RSSI; = —39dBm, RSSI; = —45dBm and RSSI; = —68dBm, respectively.

TABLE 1
MIXED STRATEGY FOR ONE JAMMING DEVICE IN 802.11A
channel j | 1 2 3 4 5 6 7 8
’Lj; | .0894 1155 0 1016 1016 0 1155 .0894
channel j | 9 10 11 12
y; | 1728 .0207 .0207 1728
TABLE II
MIXED STRATEGY FOR THE COMMUNICATION LINK IN 802.11A
channel ¢ | 1 2 3 4 5 6 7 8
wr | 1910 0 .026 .0894 .0894 .0260 0 191
channel ¢ | 9 10 11 12
wf | 1728 .0207 .0207 1728
0 if 1 =73,

1 elseif (=8 and j =9) or (: =9 and j = 8),
1l,a
iy

0.12 elseif |i — j| =1,

1 otherwise.

We can now use the linear programs (1)-(4) and (5)-(8) in
order to compute equilibrium strategies for the link and the
jammer respectively. First, let us consider the scenario where
there is just one jamming device. Then, the mixed strategies
z* and y* are shown in Tables I and II.

The strategy y* gives the probability distribution as per
which the jammer should choose the next channel to hop.
We show that the equilibrium strategy for the jammer is
unique. For the link, z* is one possible equilibrium probability
distribution according to which the next channel can be
chosen; however, it is not unique. If the players play as per
these equilibrium strategies, the value of the game is v = 0.809.
This implies that the expected throughput on the link is about
81% of its jamming-free throughput.

Uniqueness: The following corollaries formally prove that
(i) the jammer’s equilibrium strategy is unique and, (ii) the
link should not use channels 2 and 7.

Corollary 1: The linear program (5)-(8), with A = A%,
has just one optimal solution y = y*, where y* is given in
Table 1.

Proof: We prove the corollary by contradiction. Let there
be another optimal solution § # y*. In other words, if possible,
let there be a solution § with a non-zero 1-norm distance from

y*. The 1-norm distance is defined as |§—y*| = 3.2, |9 —y7 |-
If we cannot find such a solution g, then the solution y* is
unique. In other words, we want to check if the following
optimization problem has a zero objective value or not. The
optimization problem that we want to solve is:

maximize |§ —y”| )
subject to Ay < 0.809 (10)
9] =1 1D
=0 (12)

The above formulation is not a linear program (the objective
function is non-linear). We reduce the problem into solving
2 - 12 = 24 linear programs below. For each of the linear
programs, our goal is to check if the objective function is
ZEero.

Fori=1,...,12,

maximize  ; — y; (13)
subject to Ay < 0.809 (14)

gl =1 (15)

§>0 (16)

maximize vy, — (17)
subject to A < 0.809 (18)

9l =1 (19)

§>0 (20)

By solving each of the above linear programs, we verify
that the objective value is zero. This proves the uniqueness of
solution y*. [ |

Corollary 2: Any equilibrium strategy z* for the maximiz-
ing player (the link) has z2 = 27 = 0.

Proof: To prove that in any optimal solution, z2 = z7 = 0,
we formulate the following linear program.

maximize 2+ a7 21
subject to A"z > 0.809 (22)
lz] =1 (23)
x>0 (24)

The linear program tries to find the maximum value for the
sum z2 + x7 under the constraint that the achieved payoff is
at least 0.809 (this is the maximum achievable payoff). The
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TABLE III
EXPECTED LINK THROUGHPUT FOR 802.11A, USING DIFFERENT
NUMBERS OF JAMMERS

# jammers | 1 2 3 4 5
v | 809% 61.8% 427% 23.6% 4.5%

solution to the above linear program yields an objective value
of zero. In other words, there cannot be any optimal solution
with either z2 # 0 or x7 # 0. |

Corollary 3: If the jammer plays the strategy of corollary
1, then the link player can set z1 + x5 + x4 + 5 + z6 + 25 +
9+ x10+ 211+ 12 to any non-negative value, as long as their
sum is 1.

Proof: The value of the game is 27 Ay. Substituting A =
Ab% and y = y* we have:
v=axT Ay = 0.809(x1 + x5 + T4 + 25 + T6 + T3 + To + T10 +
11 + x12) + 0.8059(z2 + x7)
In order to maximize v we should set 2 = z7 = 0, and then
set the remaining variables to any non-negative values such
that z1 +x3 + x4 + 25 + 6 + T8 + T9 + 10 + T11 + T2 =1. A

Recall that the solution z*, provides the best response
strategy of the communication link to the strategy y* of the
jammer (and vice versa). The set of channels available can be
separated into two disjoint sets in terms of interference, that is,
channels 1-8 and 9-12. In the first subset, the jammer picks
channels 2 and 7 with the highest probability, since it can
then block a set of 3 channels that cannot be simultaneously
blocked otherwise. As a result, the link should avoid these
channels (i.e., z2 = zr = 0) and place its device with high
probability on the edge channels (i.e., 1, 8, 9 and 12). In the
second subset, the jammer picks the edge channels with higher
probability, since it then can effectively block channels 9-12.
Note here that, if we were to compare the probabilities with
which the edge channels are occupied by the link, we have
T9 =12 < 1 = Tsg, because Yo = Y12 > Y1 = Ys.

1) Multiple jammers: We consider the scenario where the
jammer can employ more than one jamming device, that is,
it can block more than one channel. This case of multiple
jammers can still be modeled as a zero-sum two-player game
and described by a matrix A;;. Here ¢ is the channel on which
the link resides and j represents the channels where the jam-
ming devices reside. In order to reduce the dimension space
due to the multiple jamming devices, we use a row/column
major order representation. As an example, let us consider the
case of two jamming devices on channels j; and j.. There
are 12> = 144 possible placements of these devices on the
frequency spectrum. Each placement can be encoded by a
single value j. It is easy to see that by setting j = 12(j1—1)+72,
every combination of j; and js is encoded into a unique value.

Table III summarizes the expected percentage of the
jamming-free throughput in equilibrium for the case of one,
two, three, four and five jamming devices.

It is straightforward to extend Corollary 2 and Corollary 3
for the multiple jammer cases. Thus, z* given in Table II is
an equilibrium strategy for any of the cases. The jammer’s
equilibrium strategy is no longer unique but still y3 and ys
are 0. Moreover, it makes no sense to put multiple jamming
devices on the same channels.

Sensitivity to measurements: The results thus far, were

TABLE IV
EXPECTED LINK THROUGHPUT FOR 802.11G, USING DIFFERENT
NUMBERS OF JAMMERS

# jammers | 1 2 3
v | 6146% 2933% 0%

based on a premise that if the link was on a channel that
was adjacent to that being used by the jammer, only 12%
of its jamming-free throughput can be achieved. Note that in
practice, the exact degradation experienced varies depending
on the locations of the link and the jammer and the environ-
ment. Our experiments suggest that only up to 10-15% of the
jamming free throughput is achieved. Using any other value in
this range for the payoff matrix would not change the results
significantly (at most 3% change).

Note here that, our framework can be extended (in a
similar way) to account for multiple communication links (i.e.,
maximizing players). Again, a major row/column represen-
tation will be used for the second dimension (i.e., the one
representing the links’ strategies) of the payoff matrix. Note
that the number of rows will increase as well.

B. Model for 802.11g

The model for 802.11g is simpler to solve, given that there
are just three orthogonal channels. For one jamming device
the payoff matrix is:

0o ifi=j,

Ly _ el
Apd =4 088 if |i — j| =1,

1 otherwise,
For two jamming devices the payoff matrix is given by
0 ifz‘:jlorz‘:jg,

A29 =

4,512

0.88 elseif |i —j1| =1 or |i — j2| =1,

1 otherwise,

Note here that interestingly, our measurements indicate that for
a link that is being (partially) jammed by a jammer residing
on an adjacent channel, adding one more jammer on the other
adjacent orthogonal channel does not further impact the link’s
throughput (as it does in the case of 802.11a). This can be
attributed to the relatively large spectral zone with 802.11g;
additional energy spillage is negligible. For three jamming
devices, all values in the payoff matrix are zero:
i,]s'iljzjs =0

Again, solving the game using linear programming, we get
the equilibrium strategies for both players and the expected
payoffs (percentage of the link’s jamming-free throughput).
These payoffs are summarized in table I'V.

With one jamming device, both players have the same
equilibrium strategy; the strategy is tabulated in table V.

If the jammer has two jamming devices, they should be
activated in pairs so as to maintain a uniform probability of
using each channel. The communication link should also hop
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ity, significantly increases FH’s robustness
against jamming.

throughput below 20%
performance enjoyed.

TABLE V
MIXED STRATEGY FOR THE LINK AND ONE JAMMING DEVICE IN 802.11G
channel 1 2 3
Y 0.3492  0.3016  0.3492
x} 0.3492  0.3016  0.3492
TABLE VI

MIXED STRATEGY FOR THE TWO JAMMING DEVICES IN 802.11G

(1,3)
0.3333

23)
0.3333

channels (j1,j2) | (1,2)
| 0.3333

=
Y5142

among the three channels, uniformly at random. The strategies
are shown in tables VI and VII.

With three or more jamming devices, no throughput can be
achieved on the link with 802.11g, as one might expect. Next,
we prove the uniqueness of the above solutions.

Corollary 4: The solution given in table V is the unique
optimal solution for the linear programs (1)-(4) and (5)-(8),
for A= Ab9,

Proof: We prove the corollary for the solution of the
dual linear program (5)-(8); a similar proof can be easily
constructed for the primal optimal solution z* in table V.
An optimal solution y = y* given by Table V makes all the
constraints tight i.e.,

0.88y2 +ys = v (25)
0.88y1 + 0.88ys = v (26)
Y1+ 0.88ys = v Q7

In order to prove this, consider the following:

a) some ¢ > 0 is subtracted from y; and added to y» or ys or
both. Then, the first constraint will yield a value more than
v. b) some ¢ > 0 is subtracted from y» and added to yi or ys
or both. Then, the second constraint will yield a value more
than v. ¢) some ¢ > 0 is subtracted from y3 and added to 1
or y2 or both. Then, the third constraint will result in a value
more than v. d) some é; > 0 is subtracted from y;, some
d2 > 0 is subtracted from y», and 61 + d2 added to ys. Then,
the first constraint will yield a value more than v. e) some
61 > 0 is subtracted from g2, some d2 > 0 is subtracted from
ys, and &1 + 62 added to y;. Then, the third constraint will
have value more than v. f) some §; > 0 is subtracted from
y1, some d2 > 0 is subtracted from ys, and §; + J» added to

200
Number of Channels

Fig. 6. Number of jammers needed to drop

60 80

40
Throughput sustained (%)

300 400 20

Fig. 7. Number of jammers needed to drop
the throughput at a specific percentage (50
channels).

of the jamming free

TABLE VII
MIXED STRATEGY FOR THE COMMUNICATION LINK AGAINST TWO
JAMMING DEVICES IN 802.11G

2
0.3333

3
0.3333

channel ¢ | 1
zr | 03333

(3

y2. Then, the sum of the first and the third constraints will be
more than 2v. With this, either the first or the third constraint
must result in a value more than v. Thus, there is no way to
construct another feasible solution with a value at most ». In
other words, the solution in table V is unique. [ ]

C. The Effect of Number of Channels

The number of available channels is a limiting factor on
the applicability of frequency hopping in current commodity
systems. In this section we want to quantify the efficiency of
frequency hopping in coping with jamming with a varying
number of orthogonal bands. In other words, we ask the
question “what if the commodity systems had higher numbers
of orthogonal bands?”; to what extent would it improve the
effectiveness of frequency hopping in avoiding a jammer?
We solve our game by calibrating a payoff matrix from our
measurements but the matrix is appropriately expanded in
order to emulate the existence of more channels. In particular,
the effect of a jammer residing at an orthogonal band is
assumed to be the same as is in current commodity 802.11
systems. We find the solution to our two-player game with
new payoff matrices derived from measurements with both
802.11a° and g. The results are presented in figure 5. We
see that if a fairly large number of channels were available,
then frequency hopping would be a very efficient anti-jamming
technique. In particular, with a single jammer, the throughput
is almost completely restored if the number of channels is
close to 100.

In Fig. 6 we present the number of jamming devices that
one would need in order to bring the throughput down to
below 20% of the jamming free performance. We notice
that the number of devices needed for the model calibrated

9For ease of presentation, here we assume that the central frequencies of
all the channels are 20MHz apart. Although this might not be true (i.e. the
cases of channels 64 and 149 with 802.11a that are 425MHz apart) it only
affects the results by a negligible factor if the number of such pairs is small
compared to the total number of channels.
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with measurements using 802.11g are higher than with the
model based on 802.11a. This is due to the reduced effect
that a jammer residing on an adjacent orthogonal channel
has with 802.11g given that the channel spacing is larger.
In particular, if 100 channels were available, with the energy
spillage between orthogonal channels as with 802.11g, about
80 jammers would be necessary; in the corresponding case,
with the energy spillage as with 802.11a, only about 34
jamming devices are sufficient.

Finally in Fig. 7 we present the number of jamming devices
needed in order to drop the throughput of the link to a specific
percentage of the jamming free throughput (x-axis) for a fixed
number of channels (50). Again notice, that the jammers will
be much more effective if the energy spillage between adjacent
channels is higher (as with 802.11a).

In summary, as one might expect, our results suggest
that if current systems could support a larger number of
orthogonal bands, frequency hopping has the potential of
being a robust anti-jamming technique.

From a different point of view, we are interested in examin-
ing the effect of one or multiple jammers in a scenario where
two adjacent orthogonal channels are completely isolated (i.e.,
A;; = 0). Such scenarios can exist if we were able to (i)
reallocate the available bandwidth in such a way that adjacent
orthogonal channels are isolated (which would result in fewer
channels as compared to current systems), or (ii) use additional
resources/bandwidth and assure that the frequency bands used
do not interfere with each other. These results, can provide
useful guidelines for future frequency allocation policies that
are resilient to jamming attacks.

Figure 9(a) depicts the sustainable throughput for different
number of jamming devices versus the number of isolated
frequency bands. As one might expect, increasing the number
of isolated frequency bands, causes frequency hopping to be
more robust to jamming attacks. As an example, with 100
isolated channels, even under the presence of 10 jammers
the sustainable, jamming-free, throughput is as high as 90%.
Furthermore, it is interesting to notice, that if we were to
reallocate/reassign the 5 GHz band in such a way that there
is a 20MHz spacing between the channels (which results in 6
orthogonal bands), the sustained throughput with one jammer
is 83%, with 2 jammers is 66% and with 4 jammers is 33%.
All these values are higher than the corresponding values with
the current 12 channel allocation (i.e., 80.9%, 61.8%, 23.6%).

Finally, Fig. 9(b) presents the number of jamming devices

Experimenting with our prototype proactive FH. Our framework, indeed, bounds the performance of FH as jamming countermeasure.
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Fig. 9. Isolated orthogonal channels.

required for a sustained throughput of at most 20% as com-
pared with the jamming free environment. As with current
channel allocations, the number of jammers required increases
as the number of available, isolated bands increases.

D. Validation Of Our Framework

In this section we build a proof of concept prototype of
a proactive frequency hopping scheme. Note that our goal
is to validate the performance bounds that were theoretically
computed in the previous section and not the implementation
of a full fledged distributed implementation of a frequency
hopping technique.

1) System design and implementation: Our system imple-
ments a simple, generic proactive frequency hopping scheme.
The scheme is based on the game described in the previous
section. In particular, the network nodes switch between the
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available frequency bands, once every k seconds. The hopping
sequence is known by all network nodes, but not by the
jammer. This is achieved by an offline computation of the hop-
ping sequence by using the linear programs from the previous
section and a priori loading of the computed sequence on all
the nodes in the network. A similar procedure is followed for
the jammer’s hopping sequence. An offline emulation of the
sampled frequencies demonstrated that the system converges
after approximately 70 frequency hops. Accordingly, we create
various sequences of 100 frequencies each and experiment
with them.

An important design parameter is the residence time of a
node on the channel (denoted RT from now on). RT is defined
to be the time that a node spends on a channel prior to hopping
to a different channel. In the first set of experiments described
in this section, we use fixed RT values of 5 and 10 seconds
for both the jammer(s) and the link. Optimizing the RT is
beyond the scope of this paper. However, we experimentally
study a plurality of scenarios where the jammer and the link
use different RT values and discuss the implications thereof
later in this section.

All nodes are synchronized using the Network Time Pro-
tocol (NTP) [29] through our testbed server. Thus, all nodes
share the same clock and hop between the channels simul-
taneously. The hopping is implemented using the ioctl ()
[30] interface. The delay that ioctl() interface imposes is
of the order of usec [31] [32], and as a result the overall
performance is not affected. The reader should also recall,
that implementing a professional, proactive frequency hopping
scheme is beyond the scope of this work, as mentioned in the
beginning of this section.

2) Experiments with 802.11a: We perform experiments on
several 802.11a links with jammers in their vicinities. Both the
link being considered and the jammer, hop frequencies as per
the equilibrium schedule (as discussed earlier). In particular,
we conduct experiments with: (a) 40 different links on our
testbed and, (b) 30 different equilibrium hopping sequences.
Each of these hopping sequences consist of 100 sequential
frequency hops for both the link under consideration and
the associated jammer. The hopping sequences are samples
generated with the probabilistic distributions from the output
of our game theoretic framework, (¢) 1, 2, 3 and 4 jammers
active at a time, (d) RT = 5sec and RT = 10sec. Note that in
all our experiments we have used the Sample rate algorithm
[33] (the default settings).

The results from our experiments with one active jammer
are shown in figure 8(a). We observe that in practice, the
throughput achieved in the presence of a jammer with a
proactive frequency hopping strategy is lower than what is the-
oretically expected. This is because the model used in section
IIT assumes zero dwell times between the channel hops, and
perfect synchronization. Neither of these assumptions holds
in a real deployment. Furthermore, note that the throughput
is lower due to a higher switching'® and synchronization
overhead if RT = b5sec as compared to the case where
RT = 10sec. In practice there is never perfect synchronization,

10Note that with appropriate driver/firmware modifications - specific to the
hardware in use - one can make this penalty extremely small.

even with NTP.

We experimented with 2, 3 and 4 jammers with similar
results. In figure 8(b) we present the results for 4 jammers.
We notice again that in practice the performance is poorer
as compared to what is theoretically expected. In particular,
with 4 jammers the throughput achieved is only 8-10% of the
jamming free throughput.

3) Experiments with 802.11g: We report experiments with
only one jammer with 802.11g. Our experiments suggest (as
one might expect from our analysis) that the performance
degrades significantly with 2 jammers and with 3 jammers
the entire spectrum is blocked. As with 802.11a, we compute
the equilibrium hopping sequences for both the link and the
jammer, and experiment with two different values of RT'. The
hopping sequences were again of length 100. As previously, it
was verified offline that 100 hops were enough for the game to
converge to its optimal value. The results are shown in figure
8(c). As with 802.11a, we observe that the performance in
practice is lower than what is theoretically expected (due to
the same reasons as before).

4) The sensitivity to the choice of RT: Our framework
provides long term performance bounds and as a result, by
itself does not yield insights on the right choice of the value of
RT (for either the link or the jammer). Computing the optimal
value for RT is beyond the scope of this work. However in
our experiments we provide results when the link and the
jammer have different values for this parameter (R7 and RTs,
respectively).

In figures 10(a) and 10(b) we present the results of our
experiments with 802.11a for the case of a single jammer.
First, in figure 10(a), we hold the RT for the link fixed at
20sec. The RT of the jammer is varied. Reducing the RT value
of the jammer can have two conflicting effects. On the one
hand, the jammer can hit multiple channels during the 20sec
RT period of the link; this can increase its effectiveness. On
the other hand, it might incur a switching penalty each time
it switches channels. We observe that when the RT of the
jammer is reduced from 20sec to 15sec, the first factor has
a higher impact; however, further reducing the value of RT
causes the second factor to be dominant. A similar behavior
is observed when we keep RT; = 20sec and we vary RT%.
The sweet spot again appears when RT1 = 15sec.

We wish to point out that irrespective of the choice of
RT, the practical schemes cannot do better than what is
theoretically predicted by our framework in the long term.
Our framework is independent of the RT of each player
and the potential switching penalty (note that our analysis
implicitly assumes zero switching penalty). Thus, although
the performance of a frequency hopping strategy might be
improved by tuning the frequency with which the link switches
between channels, it is still limited and cannot provide better
performance in the long run, than what is predicted by our
framework.

VII. EXPERIMENTING WITH 802.11N.

The use of antenna arrays or MIMO (multi-input multi-
output) technology promises higher reliability; the 802.11n
standard supports transmissions on MIMO links. In this sec-
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Fig. 10. Validation of our framework.

tion, our objective is to evaluate the efficacy of frequency
hopping in 802.11n networks against jamming attacks.

A technique that is exploited to allow transmissions at
higher rates with 802.11n is channel bonding. In a nutshell,
we find that channel bonding makes frequency hopping less
effective with regards to jamming attacks. We begin this sec-
tion with a brief overview of channel bonding; subsequently
we apply our game theoretic framework and evaluate the
performance of 802.11n in the presence of a jamming attack.

A. Channel Bonding

802.11n devices can operate on channels that span either
20MHz or 40M Hz bandwidth. In the latter case, channel
bonding is used [10]. With channel bonding, two or more
adjacent channels are used in conjunction to form a new
wider channel. The expansion helps achieve higher data rates
(practically doubles the possible rate). The thesis is that,
the increased reliability possible on MIMO links (due to
diversity and the use of space time codes) [34] can sup-
port transmissions at higher rates''. To elucidate the concept
of channel bonding, consider channel 6 (as specified with
802.11g). Without channel bonding, the 802.11n signal utilizes
the spectrum between 2.427M Hz and 2.447M H z. However,
with channel bonding the spectrum that is used spans the
frequencies between 2.417M Hz and 2.457M H z.

At this point we should note that 802.11n systems em-
ploy carrier sensing for medium access. This makes them
susceptible to interference due to collocated links operating

with SISO, the higher the transmission rate, the lower the reliability.
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Fig. 11. Channel bonding can degrade MIMO performance under jamming.

at the same or overlapping frequencies [28]. Consequently,
802.11n systems cannot take full advantage of the benefits
of the underlying PHY layer technology (e.g. interference
cancellation, support of simultaneous multiple transmissions
etc).

B. MIMO Performance Under Jamming

As mentioned, MIMO links with Space-Time Block Codes
(STBC) are expected to provide robustness to signal variations.
Thus, the required SINR for achieving a target bit error rate
is expected to be lower than the corresponding requirement
with SISO (Single-Input Single-Output) links'2.

For our experiments we use Ralink’s RT2860 chipset, which
supports 802.11n communications [35]. These cards operate
in the 24GHz band. We used channels 1, 6 and 11 for
our experiments; these are essentially, the only orthogonal
channels in this band. We experimented with 40 MIMO STBC
links on our testbed, each of which was under the influence
of a jammer. Our experiments include both the cases of 20
and 40M H z bandwidth for the link, while the jammer uses a
bandwidth of 22M Hz (802.11g mode). Figure 11 depicts the
results from our experiments. We only present the case where
the communication is taking place on channel 6; other cases
yielded very similar results.

From figure 11 we observe that the performance of 802.11n
in the case where a bandwidth of 20M H z is used, is almost the
same as that with 802.11g. 802.11n seems to offer a slightly
better performance than 802.11g; an adjacent orthogonal jam-
mer degrades the performance by only 5%. This can be due
to two reasons: (a) MIMO links and STBC offer marginally
better robustness to the jammer than SISO and (b) the secure
zone with 802.11n is 5M Hz as compared to 3M Hz with
802.11g (with 802.11n the bandwidth is 20M Hz while with
802.11g, it is 22M Hz).

The results with channel bonding show that the effectiveness
of the jammer is dramatically increased in this case. The
reason for this is that channel bonding practically eliminates
orthogonality. Even if a jammer operates on a band of 22M H =
(as in our experiments) and is active on the furthest channels
(i.e., channels 1 or 11) from that of the link (channel 6) there
is an overlap; in other words, the jammer’s signals interfere

2Due to CSMA/CA though, such benefits might become obsolete if the
transmitter can sense the jamming signals.
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TABLE VIII
EXPECTED LINK THROUGHPUT FOR 802.11N WITH 20M Hz BW.
# jammers | 1 2 3
v | 6426% 3212% 0%
TABLE IX
EXPECTED LINK THROUGHPUT FOR 802.11N WITH 40M Hz BW.
# jammers | 1 2 3
v | 5.06%2 1% 0%

with the link. The link is safe only when it operates on channel
1 and the jammer occupies channel 11 and vice versa.

Based on the above measurements, we use the framework
presented in section IIl to quantify the performance of a
proactive frequency hopping strategy with 802.11n. Applying
the model to the case where a bandwidth of 20MHz is
used yields table VIII, while for the case where a 40M H z
bandwidth is used, we get table IX.

The results suggest that while immensely useful in terms
of increasing the data rates under benign conditions, channel
bonding can increase the vulnerability of a frequency hopping
technique to jamming. More importantly, we observe that the
limitations of frequency hopping as a jamming mitigation
technique carry over to 802.11n networks.

VIII. DISCUSSION

Our game theoretic framework can be applied with other
variants of a jamming attack. As an example Xu et al [36] in-
troduce the random and the reactive jamming model. With the
former, the jammer transits between active and idle periods.
Each of these periods follows a random distribution. A reactive
jammer, senses the medium for ongoing communications, and
whenever there is a legitimate packet on the air it jams the
medium. The model presented in this paper can be applied to
account for these jamming strategies as well. In the following,
we will present its application for the case of a random
jammer.

Let us assume that the jammer picks its active periods Ty,
from a uniform distribution Ula, b] secs and its idle period T;
from the uniform distribution Ule, d] secs. Thus, the average
active and idle times are E[T.] = % and E[T}] = <4
respectively. Consequently, the effectiveness of a random
jammer is reduced by a factor « as compared to the case
of the constant jammer, where:

BT,
“ 7 BT+ ET)] (28)

Incorporating this factor, the corresponding payoff matrix
for a single jamming device is now given by the equation at the
top of the next page. Solving the game using the above payoff
matrix will provide us with the solutions that correspond to
the random jamming model.

In this work, we have mainly focused on proactive fre-
quency hopping strategies for both the communication and
the jamming. The reactive jamming case is more complicated.
The efficacy of a reactive jammer is affected by a number of
factors. As examples, the speed with which the medium is
sensed, the ability to sense transmissions taking place on an

adjacent orthogonal channel etc., affect the performance of the
malicious device. In order to apply our framework, all these
parameters need to be accurately modeled and measured”.
However, once their effects have been quantified, our frame-
work can be used as a black box to capture the interactions
between the reactive jammer and the communication link. For
instance, it is clear that if the communication detection time is
negligible, the reactive jammer can be very effective (i.e., the
link throughput is almost nulled). Reactive jamming strategies
are not widely deployed since they require special expertise
from the attacker [36]. Nevertheless, their intelligence can
further reduce the network throughput. In this sense, our model
provides an upper bound on the performance of proactive
frequency hopping as anti-jamming technique.

IX. CONCLUSIONS

In this paper we seek to examine the effectiveness of
FH as anti-jamming technique. We provide a game theoretic
framework in order to capture the interactions between a link
and a jammer employing FH. Our framework is measurement
driven and accounts for two performance limiting factors; the
number of available orthogonal channels as well as the adja-
cent orthogonal channel, jamming-interference. After formally
presenting our framework, we show how we can apply it to
802.11 networks in order to quantify the efficacy of FH as jam-
ming countermeasure. We conduct extensive experiments on
our indoor wireless testbed in order to derive the payoff matrix
of our game. Our results indicate that frequency hopping is
inadequate for protecting 802.11 networks from jamming with
current spectrum allocations. We further validate our analytical
results through experimentation with a prototype proactive
FH scheme. We also show that with the same payoff matrix,
if the number of orthogonal channels supported was much
larger, frequency hopping would be very effective in coping
with jamming. Finally, specific features of 802.11n, that is,
channel bonding and carrier sensing, make it more susceptible
to jamming attacks as compared to legacy systems, reducing
further the efficacy of FH.
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